CS 345 HW 7

Assigned: 20 April 98

Matthew Wilding

You face the challenge Alan Turing confronted in 1940.  You have a description of an Enigma cipher machine that has been worked on by your allies, the Poles, and you must decode certain of the messages that have been encoded using it.  You may not be a mathematical genius who will be a key figure in computer science history, but you nevertheless possess advantages that Turing lacked: very good probable word attack intelligence, a modern microprocessor, and what you have learned in CS 345! 

The Germans use three rotors and a plugboard.  The rotors map as follows when in position 0:

          
1  
2
3

A 
D
O
N

B
A
E
Q

C
K
I
X

D
G
U
U

E
Z
B
O

F
Y
P
S

G
V
L
F

H
P
Y
R

I
I
M
H

J
J
C
A

K
W
F
G

L
L
Q
B

M
R
T
V

1
2
3

N       
T
S
C

O
U
V
Z

P
O
K
J

Q
X
G
K

R
C
W
P

S
M
D
I

T
Q
H
E

U
S
R
D

V
B
X
T

W
F
J
M

X
N
N
L

Y
E
Z
W

Z
H
A
Y

Rotors encode letters as we discussed in class.  For example, the letters A, B, C, D, E, F, and G are encoded by rotor 1 in position 20 going backward as U, M, Q, W, L, K, and H, which are encoded going forward in position 20 as A, B, C, D, E, F, and G.  A letter to be encoded is first run through a plugboard that may swap some letters.  The result is then encoded by the first rotor, then the second, then the third, going forward.  The result is “reflected” – A becomes Z, B to Y, etc. – and then run through the rotors again in reverse order going backward. (Alan Turing’s enigma had a plugboard both before and after the rotors, which complicates things considerably; our challenge is somewhat easier.)  After a letter is encoded, the position of the first rotor is incremented, and the other rotors are incremented a la a car odometer. For example, if rotors 3, 1, and 2 are placed in the enigma in positions 25, 4, 2, then after translating the first letter the Enigma would have rotors 3, 1, and 2 in positions 0, 5, and 2.

Decoding works just like encoding, except that the plugboard is applied after the rotors rather than before.

1) Write procedures that encode and decode a message.  Send me e-mail that’s been encoded with an enigma machine with rotors 2, 3, and 1, respective settings 23, 13, 22  for the rotors, and a plugboard that swaps (A Q), (Z P), (L M), (E N), (F G), and (O R).

2) Write a procedure to calculate how two strings can be “plugboard swapped” for each other, if possible.  For example, GENERAL can not be plugboard swapped for GFGCORL for several reasons: the two E’s in GENERAL can not map to different letters, the two G’s in the coded message can’t map to different letters in GENERAL, and the R in GENERAL can not map to O while A maps to R.  However, GENERAL can be plugboard swapped for PNENRZL with the mapping (G P), (E N), (R R), (A Z), and (L L).

3) Write a Pascal program that analyzes an encoded message and probable word guess of the initial part of the message and prints all possible consistent decodings with “?” for all unknown characters.  This can be done using parts 1 and 2: for every possible rotor placement and rotor setting, decode the initial part of the encoded message with a plugboard that doesn’t swap any letters to see if the result can be plugboard swapped with the probable word.  If it can, print out the entire message using that setting and the plugboard that works for the initial part. 

Here is an encoded message to solve:

XSDDIOJJDKGPDNCSDDOWXQIVUWBCBQCSKIVIHRRLCXFGTHETOHJTJEUZOTCFAWGNPNIOMOOYKJWSJZCMPACBRBRCEDGZNWHOBNDKUJQVCUZEWLHTJKWFFYDSVVCTVHCMEPRKICFOJITDPXQPVZTGCGWQQKJALHHMQMGJMYB

The enemy trusts in their cryptographic machines and has gotten sloppy, encoding predictable sequences in their messages.  In particular, they have gotten into the habit of starting messages with signatures. Our analysts believe that the plaintext of this message likely has the following prefix:

FROMXDRXMATTHEWXWILDINGX

Unlike with Turing and his compatriots, the fate of the world does not hang on your speedy success.  However, to get the best grade turn in part 1 by April 29 and parts 2 and 3 by May 7.  As always, I highly recommend starting early on this! 






